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Àííîòàöèÿ

Êàê îäíîâðåìåííî óìåíüøèòü êîëè÷åñòâî ôèçè÷åñêèõ ñåðâå-

ðîâ, òðåáóþùèõ îáñëóæèâàíèÿ, è ïðè ýòîì ïðîäóáëèðîâàòü èõ,

îáåñïå÷èâ àâòîìàòè÷åñêîå ïåðåêëþ÷åíèå íà ðåçåðâíûé ñåðâåð ïðè

îòêàçå îñíîâíîãî

×åì áîëüøå ñåðâèñîâ íàõîäèòñÿ íà ïîïå÷åíèè ñèñòåìíîãî àäìèíè-
ñòðàòîðà (èëè íåñêîëüêèõ àäìèíèñòðàòîðîâ) è ÷åì â áîëüøåé ñòåïåíè îò
èõ ðàáîòîñïîñîáíîñòè çàâèñèò íîðìàëüíîå ôóíêöèîíèðîâàíèå ïðåäïðè-
ÿòèÿ, òåì áîëåå àêòóàëüíûìè ñòàíîâÿòñÿ ñëåäóþùèå çàäà÷è:

• Îòêàçîóñòîé÷èâîñòü � îò ïðîñòîãî ðåçåðâíîãî êîïèðîâàíèÿ âàæ-
íûõ äàííûõ äî ñèñòåì âûñîêîé ãîòîâíîñòè (High Availability), êîãäà
ïðè âûõîäå èç ñòðîÿ îñíîâíîãî ñåðâåðà åãî ôóíêöèè àâòîìàòè÷åñêè
áåðåò íà ñåáÿ ðåçåðâíûé ñåðâåð.

• Êîíñîëèäàöèÿ ñåðâèñîâ è ñîêðàùåíèå êîëè÷åñòâà ôèçè÷åñêèõ ñåð-
âåðîâ, òðåáóþùèõ îáñëóæèâàíèÿ � îò ïðîñòîãî ðàçìåùåíèÿ íåñêîëü-
êèõ ñåðâèñîâ íà îäíîì ôèçè÷åñêîì ñåðâåðå äî èñïîëüçîâàíèÿ ðàç-
ëè÷íûõ ñèñòåì âèðòóàëèçàöèè, èçîëèðóþùèõ ñåðâèñû äðóã îò äðó-
ãà.

Íà ïåðâûé âçãëÿä ýòè çàäà÷è êàæóòñÿ ïðÿìî ïðÿìî ïðîòèâîïîëîæíû-
ìè, îäíàêî èõ âïîëíå ìîæíî ñîâìåñòèòü, åñëè îáåñïå÷èòü îòêàçîóñòîé÷è-
âîñòü íå êàæäîãî ñåðâèñà â îòäåëüíîñòè, à ãðóïïû ñåðâèñîâ, ðàáîòàþùèõ
â âèðòóàëüíûõ ñðåäàõ.

1 Èíñòðóìåíòû

Ñíà÷àëà îïðåäåëèìñÿ ñ òðåáóåìûì èíñòðóìåíòàðèåì, èñõîäÿ èç òîãî,
÷òî íàñ èíòåðåñóþò òîëüêî ðåøåíèÿ, öåëèêîì ïîñòðîåííûå èç ñâîáîäíîãî
ïðîãðàììíîãî îáåñïå÷åíèÿ.

Åñëè òðåáóåòñÿ ãàðàíòèðîâàòü îòêàçîóñòîé÷èâîñòü ñåðâèñó, êîòîðûé
ñàì ïî ñåáå îòêàçîóñòîé÷èâûì íå ÿâëÿåòñÿ è âñòðîåííûõ ìåõàíèçìîâ êëà-
ñòåðèçàöèè íå èìååò, òî îñîáûõ àëüòåðíàòèâ ïðîåêòó Linux HA (http://
linux-ha.org) íåò. Îñíîâíûì êîìïîíåíòîì ïðîåêòà ÿâëÿåòñÿ ìåíåäæåð
êëàñòåðà Heartbeat, ïðåäîñòàâëÿþùèé ñðåäñòâà êîììóíèêàöèè ìåæäó
óçëàìè êëàñòåðà (â òîì ÷èñëå ìåõàíèçì îïîâåùåíèÿ îá îòêëþ÷åíèè/
âêëþ÷åíèè óçëà) è óïðàâëåíèÿ ðåñóðñàìè êëàñòåðà. Äëÿ ñåðâèñîâ, ðå-
øàþùèõ èñêëþ÷èòåëüíî âû÷èñëèòåëüíûå çàäà÷è, ýòîãî ìîæåò áûòü äî-
ñòàòî÷íî, íî áîëüøèíñòâî ñåðâèñîâ èìåþò ïðèâû÷êó òàêæå õðàíèòü ñâîè
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íàñòðîéêè è äàííûå íà äèñêå. ×òîáû îíè áûëè äîñòóïíû ñåðâèñó íåçà-
âèñèìî îò òîãî, íà êàêîì óçëå êëàñòåðà îí â äàííûé ìîìåíò ðàáîòàåò,
òðåáóþòñÿ âíåøíèå ïî îòíîøåíèþ ê ïðîåêòó Linux HA ñðåäñòâà îðãà-
íèçàöèè ðàñïðåäåëåííîãî ôàéëîâîãî õðàíèëèùà. Â èõ êà÷åñòâå ìîãóò
âûñòóïàòü:

• êëàññè÷åñêèå ðàñïðåäåëåííûå ôàéëîâûå ñèñòåìû (OCFS, CODA,
GFS, Lustre), ïîçâîëÿþùèå îðãàíèçîâàòü ïàðàëëåëüíûé äîñòóï ê
ôàéëàì ñ íåñêîëüêèõ êîìïüþòåðîâ îäíîâðåìåííî;

• ñðåäñòâà àâòîìàòè÷åñêîãî çåðêàëèðîâàíèÿ ðàçäåëîâ æåñòêîãî äèñ-
êà íà äâóõ êîìïüþòåðàõ, îáåñïå÷èâàþùèå äîñòóï ê ôàéëàì íà ÷òå-
íèå è çàïèñü òîëüêî ñ îäíîãî êîìïüþòåðà (ïðîãðàììíûå�DRBD
è àïïàðàòíûå� IBM ServeRAID);

• ïðî÷èå ñðåäñòâà, êîòîðûå â ïðèíöèïå èñïîëüçîâàòü ìîæíî, íî ëèáî
èõ íàäåæíîñòü (NFS, CIFS), ëèáî ñòîèìîñòü (SAN) â äàííîì ñëó÷àå
ÿâëÿþòñÿ íåïðèåìëåìûìè.

×àùå âñåãî â ñâÿçêå ñ Heartbeat èñïîëüçóåòñÿ DRBD (http://drbd.
org), êîòîðàÿ â âåðñèè 7 îáåñïå÷èâàåò áîëåå âûñîêóþ ïðîèçâîäèòåëü-
íîñòü è íàäåæíîñòü ïî ñðàâíåíèþ ñ êëàññè÷åñêèìè ðàñïðåäåëåííûìè
ôàéëîâûìè ñèñòåìàìè. DRBD âåðñèè 8 äâèæåòñÿ â ñòîðîíó ñâîèõ êîí-
êóðåíòîâ, ïûòàÿñü ñîõðàíèòü ñîáñòâåííûå ïðåèìóùåñòâà, íî ê ïðîìûø-
ëåííîé ýêñïëóàòàöèè îíà ïîêà åùå íå ãîòîâà.

×òî æå êàñàåòñÿ âèðòóàëèçàöèè, òî çäåñü âûáîð ãîðàçäî øèðå, è îïðå-
äåëÿåòñÿ îí òåì, ÷òî èìåííî ìû ñîáèðàåìñÿ âèðòóàëèçèðîâàòü, è ñêîëü-
êî àïïàðàòíûõ ðåñóðñîâ ìû ãîòîâû ïîòðàòèòü. Ïîñêîëüêó íàì íå òðå-
áóåòñÿ çàïóñê â ðàçíûõ âèðòóàëüíûõ ñðåäàõ ðàçëè÷íûõ îïåðàöèîííûõ
ñèñòåì, ðàçóìíî áóäåò â öåëÿõ ýêîíîìèè àïïàðàòíûõ ðåñóðñîâ îñòàíî-
âèòüñÿ íà òåõíîëîãèÿõ âèðòóàëèçàöèè íà óðîâíå îïåðàöèîííîé ñèñòåìû.
Èç òðåõ îòêðûòûõ ïðîåêòîâ òàêîãî ðîäà, ïðåäíàçíà÷åííûõ äëÿ Linux,
íàèáîëåå ôóíêöèîíàëüíûì è áûñòðåå âñåãî ðàçâèâàþùèìñÿ âûãëÿäèò
OpenVZ, êîòîðûé òàêæå ÿâëÿåòñÿ îñíîâîé äëÿ ïðîïðèåòàðíîãî ïðîäóêòà
Virtuozzo ôèðìû SWSoft. Áîëåå òîãî, íà wiki ïðîåêòà äîâîëüíî êîðîòêî
óæå îïèñàíà óäà÷íàÿ ïîïûòêà ¾ñêðåñòèòü¿ åãî ñ ïðîåêòîì Linux HA�
http://wiki.openvz.org/HA_cluster_with_DRBD_and_Heartbeat. Íàêî-
íåö, OpenVZ ðàáîòàåò â ALT Linux Sisyphus ¾èç êîðîáêè¿. Ïîýòîìó ïîé-
äåì óæå ïðîòîðåííîé äîðîãîé è ïîïûòàåìñÿ ïîñòðîèòü àíàëîãè÷íîå ðå-
øåíèå, èñïîëüçóþùåå âñå ïðåèìóùåñòâà êëàñòåðèçàöèè.
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2 ×òî íàì ïðåäñòîèò ñäåëàòü

Â êà÷åñòâå ïðîñòîãî ïðèìåðà âîçüìåì ñèòóàöèþ, êîãäà íàì òðåáóåòñÿ
ñêîíôèãóðèðîâàòü ïî÷òîâûé ñåðâåð è ñåðâåð ÁÄ. Âîçìîæíû ñëåäóþùèå
ïîäõîäû ê ðåøåíèþ äàííîé çàäà÷è:

1. Òðàäèöèîííûé �äëÿ êàæäîé çàäà÷è âûäåëÿåòñÿ è êîíôèãóðèðóåò-
ñÿ îòäåëüíûé ôèçè÷åñêèé ñåðâåð. Â ñëó÷àå ñáîÿ îäíîãî èç ñåðâåðîâ
ìû ëèøåìñÿ êàê ìèíèìóì òåõ ñåðâèñîâ, êîòîðûå ýòîò ñåðâåð ïðåäî-
ñòàâëÿåò. Â õóäøåì ñëó÷àå, ó÷èòûâàÿ, ÷òî ñåðâèñû ìîãóò çàâèñåòü
äðóã îò äðóãà (à êîíôèãóðàöèè, â êîòîðûõ ïî÷òîâûé ñåðâåð èíòåí-
ñèâíî èñïîëüçóåò ñåðâåð ÁÄ, íå òàê óæ ðåäêè), ìû ìîæåì ëèøèòüñÿ
ãîðàçäî áîëüøåãî.

2. Êëàñòåðèçàöèÿ �ôèçè÷åñêèå ñåðâåðà (òî÷íåå, ñåðâèñû, ðàáîòàþ-
ùèå íà ýòèõ ñåðâåðàõ) äóáëèðóþòñÿ ñðåäñòâàìè Linux HA. Â ýòîì
ñëó÷àå íàäåæíîñòü çíà÷èòåëüíî óâåëè÷èâàåòñÿ, íî âîçðàñòàåò òàê-
æå êîëè÷åñòâî ñåðâåðîâ è çàòðàòû íà èõ îáñëóæèâàíèå.

3. Âèðòóàëèçàöèÿ �äëÿ êàæäîãî ñåðâåðà âûäåëÿåòñÿ îòäåëüíàÿ âèð-
òóàëüíàÿ ñðåäà íà îáùåì ôèçè÷åñêîì ñåðâåðå. Â ýòîì ñëó÷àå óâåëè-
÷èâàåòñÿ ãèáêîñòü, òåïåðü ìû íå îãðàíè÷åíû â êîëè÷åñòâå ñåðâåðîâ
è ìîæåì, íàïðèìåð, âûäåëèòü îòäåëüíóþ âèðòóàëüíóþ ñðåäó äëÿ
îðãàíèçàöèè ìàðøðóòèçàòîðà/áðàíäìàóýðà, îãðàíè÷èâàþùåãî äî-
ñòóï ê ïî÷òîâîìó ñåðâåðó è ñåðâåðó ÁÄ. Êîëè÷åñòâî ôèçè÷åñêèõ
ñåðâåðîâ è çàòðàòû íà èõ îáñëóæèâàíèå óìåíüøàþòñÿ, íî âìåñòå
ñ íèìè óìåíüøàåòñÿ è íàäåæíîñòü, êîòîðàÿ ìîæåò îêàçàòüñÿ äàæå
íèæå, ÷åì â ñëó÷àå (1), åñëè ðàáîòîñïîñîáíîñòü ñåðâåðîâ çàâèñèò
äðóã îò äðóãà.

4. Êëàñòåðèçàöèÿ + âèðòóàëèçàöèÿ � îáùèé ôèçè÷åñêèé ñåðâåð (òî÷-
íåå, îäèí åäèíñòâåííûé ñåðâèñ � ñèñòåìà âèðòóàëèçàöèè) äóáëèðó-
åòñÿ ñðåäñòâàìè Linux HA, òåì ñàìûì ìû ñîâìåùàåì ïðåèìóùå-
ñòâà ïîäõîäîâ (2) è (3) öåíîé óâåëè÷åíèÿ íàãðóçêè íà ñåðâåðà ïî
ñðàâíåíèþ ñ ïîäõîäîì (1).

Åñëè íå óãëóáëÿòüñÿ â äåòàëè, ñõåìà âûáðàííîãî íàìè ïîñëåäíåãî
ñïîñîáà ïîñòðîåíèÿ ñèñòåìû èçîáðàæåíà íà ðèñóíêå 1.

3 Ñòðîèì êëàñòåð

Áîëåå ïîäðîáíàÿ ñõåìà êëàñòåðà, êîòîðûé íàì íåîáõîäèìî ïîñòðîèòü,
èçîáðàæåíà íà ðèñóíêå 2. Êàæäûé óçåë êëàñòåðà èìååò ïî 3 ñåòåâûå

4



cluster+virtualization.png

Ðèñ. 1: Êëàñòåðèçàöèÿ + âèðòóàëèçàöèÿ

êàðòû:

• eth0 èñïîëüçóåòñÿ äëÿ ïîäêëþ÷åíèÿ ê âíåøíåé ñåòè;

• eth1 áóäåò èñïîëüçîâàíà äàëåå ïðè ñîçäàíèè âèðòóàëüíîãî ñåðâåðà
router, ïîýòîìó IP-àäðåñ åé íå ïðèñâîåí;

• eth2 ñïåöèàëüíî âûäåëåíà äëÿ êîììóíèêàöèè ìåæäó óçëàìè êëà-
ñòåðà.

3.1 Ñèíõðîíèçèðîâàííûå ðàçäåëû: DRBD

Ñíà÷àëà íàñòðîèì îáùèå ðàçäåëû óçëîâ êëàñòåðà ñðåäñòâàìè DRBD.
Óñòàíîâêà DRBD ïðîèçâîäèòñÿ øòàòíûì äëÿ ALT Linux ñïîñîáîì. Cìîò-
ðèì, êàêèå ïàêåòû èìåþòñÿ â íàëè÷èè:

[root@m1 ~]# apt-cache search drbd

drbd-tools - Distributed Redundant Block Device utilities

kernel-modules-drbd-ovz-smp - Linux drbd kernel modules for DRBD.

kernel-modules-drbd-std-smp - Linux drbd kernel modules for DRBD.

kernel-modules-drbd-std-up - Linux drbd kernel modules for DRBD.

kernel-modules-drbd-std26-smp - Linux drbd kernel modules for DRBD.

kernel-modules-drbd-std26-up - Linux drbd kernel modules for DRBD.

kernel-modules-drbd-vs26-smp - Linux drbd kernel modules for DRBD.

kernel-modules-drbd-wks26-smp - Linux drbd kernel modules for DRBD.

kernel-modules-drbd-wks26-up - Linux drbd kernel modules for DRBD.

kernel-source-drbd-0.7.21 - Kernel source for DRBD
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cluster.png

Ðèñ. 2: Ñõåìà êëàñòåðà

Â ðåïîçèòîðèÿõ ALT Linux ÿäðî èìååòñÿ â ñêîìïèëèðîâàííîì è
óïàêîâàííîì â RPM-ïàêåòû âèäå â íåñêîëüêèõ âàðèàíòàõ. Êàæäûé
âàðèàíò îïòèìèçèðîâàí ïîä ñâîþ ñõåìó ïðèìåíåíèÿ Òàêèå ïàêåòû
íàçûâàþòñÿ ïî ñòàíäàðòíîé ñõåìå kernel-image-òèï-ñáîðêè.

Ïðàêòèêà ALT Linux ïîêàçûâàåò, ÷òî ïîëüçîâàòåëþ íèêîãäà íå
òðåáóåòñÿ ñàìîñòîÿòåëüíî êîìïèëèðîâàòü ÿäðî, äîñòàòî÷íî âûáðàòü
îäèí èç èìåþùèõñÿ âàðèàíòîâ.

×àñòü ìîäóëåé ÿäðà íå âêëþ÷àåòñÿ â îáùèé ïàêåò ñ îá-
ðàçîì ÿäðà, îíè ðàñïðîñòðàíÿþòñÿ â îòäåëüíûõ ïàêåòàõ
(kernel-modules-òèï-ñáîðêè), ÷òî ïîçâîëÿåò ïîëüçîâàòåëþ óñòàíàâ-
ëèâàòü è óäàëÿòü èõ íåçàâèñèìî. Îäíàêî ïðè ýòîì ìîäóëè äîëæíû
áûòü ñîãëàñîâàíû ñ ÿäðîì ïî âåðñèè è ïî òèïó ñáîðêè.

Çàòåì îïðåäåëÿåì, êàêîå ó íàñ ÿäðî:

[root@m1 ~]# uname -a

Linux m1.mydomain.com 2.6.16-std26-up-alt10 #1 Wed Sep 13 20:06:02 MSD 2006 i686 GNU/Linux

Íà îñíîâàíèè ýòîé èíôîðìàöèè (std26-up) ðåøàåì, êàêèå èìåííî
ïàêåòû íàì íóæíû, è óñòàíàâëèâàåì èõ:

[root@m1 ~]# apt-get install kernel-modules-drbd-std26-up drbd-tools
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Ïåðâûé óñòàíîâëåííûé íàìè ïàêåò ñîäåðæèò ìîäóëü ÿäðà, íåîáõîäè-
ìûé äëÿ ðàáîòû DRBD, âòîðîé� userspace-èíñòðóìåíòû äëÿ óïðàâëå-
íèÿ DRBD. Êîíôèãóðèðîâàíèå DRBD ñâîäèòñÿ ê ðåäàêòèðîâàíèþ ôàé-
ëà /etc/drbd.conf. Ìèíèìàëüíàÿ, íî âïîëíå ðàáîòîñïîñîáíàÿ êîíôèãóðà-
öèÿ áóäåò âûãëÿäåòü òàê:

resource r0 {

# ïðîòîêîë ïåðåäà÷è

# C: çàïèñü ñ÷èòàåòñÿ çàâåðøåííîé, åñëè äàííûå çàïèñàíû íà ëîêàëüíûé è óäàëåííûé äèñê

# ïîäõîäèò äëÿ êðèòè÷åñêè âàæíûõ òðàíçàêöèé è â áîëüøèíñòâå îñòàëüíûõ ñëó÷àåâ

# B: çàïèñü ñ÷èòàåòñÿ çàâåðøåííîé, åñëè äàííûå çàïèñàíû íà ëîêàëüíûé äèñê

# è óäàëåííûé áóôåðíûé êýø

# A: çàïèñü ñ÷èòàåòñÿ çàâåðøåííîé, åñëè äàííûå çàïèñàíû íà ëîêàëüíûé äèñê

# è ëîêàëüíûé áóôåð tcp äëÿ îòïðàâêè

# ïîäõîäèò äëÿ äëÿ ñåòåé ñ âûñîêîé çàäåðæêîé

protocol B;

# îïèñàíèå óçëà m1

on m1.mydomain.com {

device /dev/drbd0; # èìÿ drbd-óñòðîéñòâà

disk /dev/hda3; # ðàçäåë äèñêà, ïîâåðõ êîòîðîãî îíî ðàáîòàåò

address 192.168.200.1:7788; # àäðåñ è ïîðò äåìîíà drbd

meta-disk internal; # õðàíèòü ìåòàäàííûå drbd íà òîì æå ðàçäåëå äèñêà

}

# îïèñàíèå óçëà m2

on m2.mydomain.com {

device /dev/drbd0; # èìÿ drbd-óñòðîéñòâà

disk /dev/hda3; # ðàçäåë äèñêà, ïîâåðõ êîòîðîãî îíî ðàáîòàåò

address 192.168.200.2:7788; # àäðåñ è ïîðò äåìîíà drbd

meta-disk internal; # õðàíèòü ìåòàäàííûå drbd íà òîì æå ðàçäåëå äèñêà

}

}

Â êîìïëåêòå ñ DRBD ïîñòàâëÿåòñÿ î÷åíü äåòàëüíûé ïðèìåð êîíôè-
ãóðàöèîííîãî ôàéëà, â êîòîðîì âñå ïàðàìåòðû ïðîêîììåíòèðîâàíû.

Äëÿ ðàáîòû DRBD íåîáõîäèì ñïåöèàëüíûé ôàéë óñòðîéñòà (/dev/drbd0).
Åñëè â ñèñòåìå èñïîëüçóåòñÿ udev, òî òàêîé ôàéë áóäåò ñîçäàâàòüñÿ àâ-
òîìàòè÷åñêè, â ïðîòèâíîì ñëó÷àå ïðèäåòñÿ ñîçäàòü åãî âðó÷íóþ:

[root@m1 ~]# mknod /dev/drbd0 b 147 0
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Ïîñëåäíèé øàã íàñòðîéêè� îáåñïå÷èòü çàïóñê ñåðâèñà drbd ïðè çà-
ãðóçêå óçëà:

[root@m1 ~]# chkconfig --level 2345 drbd on

Ýòè îïåðàöèè íåîáõîäèìî ïîâòîðèòü íà óçëå m2, à çàòåì íà îáîèõ
óçëàõ çàïóñòèòü ñåðâèñ drbd:

[root@m1 ~]# service drbd start

Starting Starting DRBD resources: service: [ d0 s0 n0 ].

...

Ïîñëå ÷åãî íà îáîèõ óçëàõ êëàñòåðà ìû äîëæíû óâèäåòü ñëåäóþùåå:

[root@m1 ~]# service drbd status

drbd driver loaded OK; device status:

version: 0.7.21 (api:79/proto:74)

SVN Revision: 2326 build by builder@xeon.office.altlinux.ru, 2006-09-22 23:46:26

0: cs:Connected st:Secondary/Secondary ld:Inconsistent

ns:0 nr:0 dw:0 dr:0 al:0 bm:0 lo:0 pe:0 ua:0 ap:0

Èòàê, óñòðîéñòâî /dev/drbd0 óæå ðàáîòàåò, íî ñîäåðæèìîå ðàçäåëîâ
/dev/hda3, ëåæàùèõ óðîâíåì íèæå, åùå íå ñèíõðîíèçèðîâàíî. Ïåðâûé
ðàç ñèíõðîíèçàöèþ íåîáõîäèìî ïðîèçâåñòè âðó÷íóþ, âûïîëíèâ íà óçëå
m1:

[root@m1 ~]# drbdadm -- --do-what-I-say primary all

Ïîñëå âûïîëíåíèÿ ýòîé êîìàíäû ìû ìîæåì ïðîñëåäèòü çà ïðîöåñîì
ñèíõðîíèçàöèè:

[root@m1 ~]# service drbd status

drbd driver loaded OK; device status:

version: 0.7.21 (api:79/proto:74)

SVN Revision: 2326 build by builder@xeon.office.altlinux.ru, 2006-09-22 23:46:26

0: cs:SyncSource st:Primary/Secondary ld:Consistent

ns:1972 nr:0 dw:0 dr:10164 al:0 bm:0 lo:0 pe:30 ua:2048 ap:0

[>...................] sync'ed: 0.2% (3158696/3160552)K

finish: 0:26:19 speed: 1,856 (1,856) K/sec

Ïîñëå îêîí÷àíèÿ ñèíõðîíèçàöèè íà óçëå m1 ìû óâèäèì:

8



[root@m1 ~]# service drbd status

drbd driver loaded OK; device status:

version: 0.7.21 (api:79/proto:74)

SVN Revision: 2326 build by builder@xeon.office.altlinux.ru, 2006-09-22 23:39:33

0: cs:Connected st:Primary/Secondary ld:Consistent

ns:731068 nr:1052796 dw:1782732 dr:193337 al:20 bm:356 lo:0 pe:0 ua:0 ap:0

Ïî ñòðîêå Primary/Secondary ìîæíî îïðåäåëèòü, ÷òî ñåé÷àñ óçåë m1
ÿâëÿåòñÿ âåäóùèì. Íà âåäîìîì óçëå m2 â âûâîäå òîé æå ñàìîé êîìàíäû
ìû óâèäèì Secondary/Primary. Âñå îïåðàöèè ñ óñòðîéñòâîì /dev/drbd0
íåîáõîäèìî âûïîëíÿòü òîëüêî íà âåäóùåì óçëå, ïðè ýòîì âñå èçìåíåíèÿ
áóäóò àâòîìàòè÷åñêè ïðèìåíåíû ê ðàçäåëàì /dev/hda3 íà îáîèõ óçëàõ
êëàñòåðà.

Ñîçäàäèì íà óñòðîéñòâå /dev/drbd0 ôàéëîâóþ ñèñòåìó è ñìîíòèðóåì
åå:

[root@m1 ~]# mkfs.ext3 /dev/drbd0

mke2fs 1.39 (29-May-2006)

Filesystem label=

OS type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

395200 inodes, 790138 blocks

39506 blocks (5.00%) reserved for the super user

First data block=0

Maximum filesystem blocks=809500672

25 block groups

32768 blocks per group, 32768 fragments per group

15808 inodes per group

Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912

Writing inode tables: done

Creating journal (16384 blocks): done

Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 25 mounts or

180 days, whichever comes first. Use tune2fs -c or -i to override.

[root@m1 ~]# mkdir /d0

[root@m1 ~]# mount /dev/drbd0 /d0
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Åñëè òåïåðü ìû ïîïûòàåìñÿ ñìîíòèðîâàòü óñòðîéñòâî /dev/drbd0 íà
óçëå m2, ìû ïîëó÷èì ñëåäóþùåå ñîîáùåíèå îá îøèáêå:

[root@m2 ~]# mkdir /d0

[root@m2 ~]# mount /dev/drbd0 /d0

/dev/drbd0: Input/output error

mount: block device /dev/drbd0 is write-protected, mounting read-only

/dev/drbd0: Input/output error

mount: /dev/drbd0 already mounted or /d0 busy

Òàêîå (âïîëíå ðàçóìíîå) ïîâåäåíèå ãàðàíòèðóåòñÿ òîëüêî äëÿ ÿäåð
2.6, â 2.4 áûëà âîçìîæíîñòü ñìîíòèðîâàòü óñòðîéñòâî /dev/drbd0 íà îáî-
èõ óçëàõ êëàñòåðà îäíîâðåìåííî, ÷òî, â ñâîþ î÷åðåäü, ìîãëî ïðèâåñòè ê
ïîâðåæäåíèþ ôàéëîâîé ñèñòåìû.

×òîáû âñå-òàêè ñìîíòèðîâàòü ðàçäåë /dev/drbd0 íà óçëå m2, íåîá-
õîäèìî ñäåëàòü åãî âåäóùèì, âûïîëíèâ íà óçëàõ m1 è m2 ñëåäóþùèå
êîìàíäû:

[root@m1 ~]# umount /d0

[root@m1 ~]# drbdadm disconnect all

[root@m2 ~]# drbdadm disconnect all

[root@m1 ~]# drbdadm secondary all

[root@m2 ~]# drbdadm -- --human primary all

[root@m1 ~]# drbdadm connect all

[root@m2 ~]# drbdadm connect all

[root@m2 ~]# mount /dev/drbd0 /d0

Â ñëó÷àå îòêàçà óçëà m1 äîñòàòî÷íî âûïîëíèòü òîëüêî òå êîìàíäû,
êîòîðûå ïðèâåäåíû âûøå äëÿ óçëà m2. Ïî áîëüøîìó ñ÷åòó, ëþáèòåëè âå-
ëîñèïåäîñòðîåíèÿ (èëè îïòèìàëüíûõ ðåøåíèé� èíîãäà òðóäíî îòëè÷èòü
îäíî îò äðóãîãî) ìîãóò ýòèì è îãðàíè÷èòüñÿ: íàïèñàòü ñêðèïò, êîòîðûé
áóäåò ñëåäèòü íà äîñòóïíîñòüþ ñîñåäíåãî óçëà è ìîíòèðîâàòü ðàçäåë
/dev/drbd0, åñëè ñîñåäíèé óçåë ïåðåñòàë îòâå÷àòü, ìîæíî ñàìîñòîÿòåëü-
íî. Äðóãîé âîïðîñ: çà÷åì, åñëè Heartbeat óìååò äåëàòü è ýòî, è ìíîãîå
äðóãîå?

3.2 Àâòîìàòè÷åñêîå îòñëåæèâàíèå óçëîâ: Heartbeat

Óñòàíàâëèâàåì Heartbeat øòàòíûì äëÿ ALT Linux ñïîñîáîì:

[root@m1 heartbeat]# apt-get install heartbeat
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Óñòàíîâêà Heartbeat äëÿ äðóãèõ äèñòðèáóòèâîâ Linux îïèñàíà íà ñàé-
òå ïðîåêòà (http://www.linux-ha.org/DownloadSoftware). Íà ãëàâíîé
ñòðàíèöå ïðîåêòà òàêæå ñêàçàíî, ÷òî êðîìå Linux Heartbeat ñîáèðàåòñÿ
è çàïóñêàåòñÿ íà FreeBSD, Solaris è äàæå MacOS X.

Ïîñëå óñòàíîâêè Heartbeat íà îáà óçëà êëàñòåðà íà êàæäîì óçëå íåîá-
õîäèìî ñîçäàòü ôàéë /etc/ha.d/authkeys ñ ïðàâàìè äîñòóïà 600 è ñëó-
÷àéíîé ñòðîêîé (åå ìîæíî ïðèäóìàòü ñàìîìó, à ëó÷øå ñãåíåðèðîâàòü ñ
ïîìîùüþ apg), êîòîðàÿ áóäåò èñïîëüçîâàòüñÿ óçëàìè äëÿ àâòîðèçàöèè
äðóã äðóãà:

auth 1

1 sha1 RcBkJzU8ClnrjWVRLv5EDsdRFQP1j1C

Òàêæå íåîáõîäèìî ñîçäàòü êîíôèãóðàöèîííûé ôàéë Heartbeat, êîòî-
ðûé íà óçëå m1 áóäåò âûãëÿäåòü òàê:

Logfacility local0

ucast eth2 192.168.200.2

auto_failback on

node m1.mydomain.com m2.mydomain.com

à íà m2� òàê:

Logfacility local0

ucast eth2 192.168.200.1

auto_failback on

node m1.mydomain.com m2.mydomain.com

Çàòåì íåîáõîäèìî îïèñàòü ðåñóðñû êëàñòåðà â ôàéëå /etc/ha.d/haresources
íà êàæäîì óçëå:

m1.mydomain.com drbddisk Filesystem::/dev/drbd0::/d0::ext3

Òàêàÿ çàïèñü îçíà÷àåò, ÷òî êëàñòåð â øòàòíîì ðåæèìå áóäåò èñïîëü-
çîâàòü ðåñóðñû drbddisk è Filesystem óçëà m1, à â ñëó÷àå åãî ¾ñìåð-
òè¿� àíàëîãè÷íûå ðåñóðñû óçëà, îñòàâøåãîñÿ â æèâûõ, òî åñòü m2. Äëÿ
ðåñóðñà Filesystem çàäàíû ïàðàìåòðû: èìÿ drbd-óñòðîéñòâà, êàòàëîã, â
êîòîðûé îíî äîëæíî áûòü ñìîíòèðîâàíî (ýòîò êàòàëîã ìû äîëæíû ñî-
çäàòü ñàìîñòîÿòåëüíî íà êàæäîì óçëå êëàñòåðà), è òèï ôàéëîâîé ñèñòå-
ìû. Óçíàòü áîëüøå î ðåñóðñàõ, ïîääåðæèâàåìûõ heartbeat, ìîæíî çà-
ãëÿíóâ â êàòàëîã /etc/ha.d/resource.d � êàæäûé ðåñóðñ ïðåäñòàâëåí òàì
ñîîòâåòñòâóþùèì ñêðèïòîì.

Òåïåðü ìîæíî çàïóñòèòü ñåðâèñ heartbeat (íå çàáûâ ïåðåä ýòèì ðàç-
ìîíòèðîâàòü óñòðîéñòâî /dev/drbd0, åñëè îíî áûëî ñìîíòèðîâàíî):
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[root@m1 ~]# service heartbeat start

logd is already running

Starting High-Availability services: [ DONE ]

Ïîñëå ñòàðòà ñåðâèñà íà âåäóùåì óçëå êëàñòåðà â ëîãàõ ìîæíî óâè-
äåòü òàêèå ñîîáùåíèÿ:

m1 heartbeat: [3372]: info: Status update for node m2.mydomain.com: status active

m1 harc[3395]: info: Running /etc/ha.d/rc.d/status status

m1 heartbeat: [3406]: info: Local Resource acquisition completed.

m1 harc[3431]: info: Running /etc/ha.d/rc.d/ip-request-resp ip-request-resp

m1 ip-request-resp[3431]: received ip-request-resp drbddisk OK yes

m1 ResourceManager[3446]: info: Acquiring resource group: m1.mydomain.com drbddisk Filesystem::/dev/drbd0::/d0::ext3

m1 ResourceManager[3446]: info: Running /etc/ha.d/resource.d/drbddisk start

m1 Filesystem[3569]: INFO: Running status for /dev/drbd0 on /d0

m1 Filesystem[3569]: INFO: /d0 is unmounted (stopped)

m1 Filesystem[3505]: INFO: Filesystem Resource is stopped

m1 ResourceManager[3446]: info: Running /etc/ha.d/resource.d/Filesystem /dev/drbd0 /d0 ext3 start

m1 Filesystem[3678]: INFO: Running start for /dev/drbd0 on /d0

m1 kernel: kjournald starting. Commit interval 5 seconds

m1 kernel: EXT3 FS on drbd0, internal journal

m1 kernel: EXT3-fs: mounted filesystem with ordered data mode.

m1 Filesystem[3614]: INFO: Filesystem Success

Â ëîãàõ âåäîìîãî óçëà ìîæíî áóäåò óâèäåòü ñëåäóþùåå:

m2 heartbeat: [3739]: info: Status update for node m1.mydomain.com: status up

m2 harc[3752]: info: Running /etc/ha.d/rc.d/status status

m2 heartbeat: [3739]: info: remote resource transition completed.

m2 heartbeat: [3773]: info: No local resources [/usr/lib/heartbeat/ResourceManager listkeys m2.mydomain.com] to acquire.

Ïîñëå ñòàðòà heartbeat íà îáîèõ óçëàõ êëàñòåðà óñòðîéñòâî /dev/drbd0
áóäåò ñìîíòèðîâàíî íà âåäóùåì óçëå. Åñëè îñòàíîâèòü ñåðâèñ heartbeat
íà âåäóùåì óçëå m1, âåäîìûé m2 âîçüìåò íà ñåáÿ ôóíêöèè âåäóùåãî, è
óñòðîéñòâî /dev/drbd0 áóäåò ñìîíòèðîâàíî íà íåì, ïðè ýòîì â ëîãàõ ìû
óâèäèì:

m2 kernel: drbd0: Secondary/Primary --> Secondary/Secondary

m2 heartbeat: [3739]: info: Received shutdown notice from 'm1.mydomain.com'.

m2 heartbeat: [3739]: info: Resources being acquired from m1.mydomain.com.

m2 heartbeat: [3850]: info: acquire local HA resources (standby).

m2 heartbeat: [3851]: info: No local resources [/usr/lib/heartbeat/ResourceManager listkeys m2.mydomain.com] to acquire.
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m2 heartbeat: [3850]: info: local HA resource acquisition completed (standby).

m2 heartbeat: [3739]: info: Standby resource acquisition done [all].

m2 harc[3870]: info: Running /etc/ha.d/rc.d/status status

m2 mach_down[3880]: info: Taking over resource group drbddisk

m2 ResourceManager[3900]: info: Acquiring resource group: m1.mydomain.com drbddisk Filesystem::/dev/drbd0::/d0::ext3

m2 ResourceManager[3900]: info: Running /etc/ha.d/resource.d/drbddisk start

m2 kernel: drbd0: Secondary/Secondary --> Primary/Secondary

m2 Filesystem[4023]: INFO: Running status for /dev/drbd0 on /d0

m2 Filesystem[4023]: INFO: /d0 is unmounted (stopped)

m2 Filesystem[3959]: INFO: Filesystem Resource is stopped

m2 ResourceManager[3900]: info: Running /etc/ha.d/resource.d/Filesystem /dev/drbd0 /d0 ext3 start

m2 Filesystem[4132]: INFO: Running start for /dev/drbd0 on /d0

m2 kernel: kjournald starting. Commit interval 5 seconds

m2 kernel: EXT3 FS on drbd0, internal journal

m2 kernel: EXT3-fs: mounted filesystem with ordered data mode.

m2 Filesystem[4068]: INFO: Filesystem Success

m2 mach_down[3880]: info: /usr/lib/heartbeat/mach_down: nice_failback: foreign resources acquired

m2 mach_down[3880]: info: mach_down takeover complete for node m1.mydomain.com.

m2 heartbeat: [3739]: info: mach_down takeover complete.

Åñëè ïðîñòî âûêëþ÷èòü ïèòàíèå óçëà m1, ÷òîáû îí íå óñïåë îïîâå-
ñòèòü m2 î òîì, ÷òî îí çàâåðøàåò ñâîþ ðàáîòó, m2 îáíàðóæèò îòñóòñòâèå
m1 è òî÷íî òàê æå âîçüìåò íà ñåáÿ ôóíêöèè âåäóùåãî óçëà è ïðèìîíòè-
ðóåò ðàçäåë /dev/drbd0:

m2 kernel: drbd0: PingAck did not arrive in time.

m2 kernel: drbd0: drbd0_asender [3566]: cstate Connected --> NetworkFailure

m2 kernel: drbd0: asender terminated

m2 kernel: drbd0: drbd0_receiver [3510]: cstate NetworkFailure --> BrokenPipe

m2 kernel: drbd0: short read expecting header on sock: r=-512

m2 kernel: drbd0: worker terminated

m2 kernel: drbd0: drbd0_receiver [3510]: cstate BrokenPipe --> Unconnected

m2 kernel: drbd0: Connection lost.

m2 kernel: drbd0: drbd0_receiver [3510]: cstate Unconnected --> WFConnection

m2 heartbeat: [3739]: WARN: node m1.mydomain.com: is dead

m2 heartbeat: [3739]: WARN: No STONITH device configured.

m2 heartbeat: [3739]: WARN: Shared disks are not protected.

m2 heartbeat: [3739]: info: Resources being acquired from m1.mydomain.com.

m2 heartbeat: [3739]: info: Link m1.mydomain.com:eth2 dead.

m2 harc[4383]: info: Running /etc/ha.d/rc.d/status status

m2 heartbeat: [4384]: info: No local resources [/usr/lib/heartbeat/ResourceManager listkeys m2.mydomain.com] to acquire.
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m2 mach_down[4403]: info: Taking over resource group drbddisk

m2 ResourceManager[4423]: info: Acquiring resource group: m1.mydomain.com drbddisk Filesystem::/dev/drbd0::/d0::ext3

m2 ResourceManager[4423]: info: Running /etc/ha.d/resource.d/drbddisk start

m2 kernel: drbd0: Secondary/Unknown --> Primary/Unknown

m2 Filesystem[4546]: INFO: Running status for /dev/drbd0 on /d0

m2 Filesystem[4546]: INFO: /d0 is unmounted (stopped)

m2 Filesystem[4482]: INFO: Filesystem Resource is stopped

m2 ResourceManager[4423]: info: Running /etc/ha.d/resource.d/Filesystem /dev/drbd0 /d0 ext3 start

m2 Filesystem[4655]: INFO: Running start for /dev/drbd0 on /d0

m2 kernel: kjournald starting. Commit interval 5 seconds

m2 kernel: EXT3 FS on drbd0, internal journal

m2 kernel: EXT3-fs: recovery complete.

m2 kernel: EXT3-fs: mounted filesystem with ordered data mode.

m2 Filesystem[4591]: INFO: Filesystem Success

m2 mach_down[4403]: info: /usr/lib/heartbeat/mach_down: nice_failback: foreign resources acquired

m2 mach_down[4403]: info: mach_down takeover complete for node m1.mydomain.com.

m2 heartbeat: [3739]: info: mach_down takeover complete.

Ïðè ïîâòîðíîì çàïóñêå ñåðâèñà heartbeat íà m1 èëè ïðè âêëþ÷åíèè
óçëà m1 îí ñíîâà ñòàíåò âåäóùèì.

Èòàê, ìû ïîñòðîèëè îòêàçîóñòîé÷èâûé êëàñòåð ñ îáùèì äèñêîâûì
ïðîñòðàíñòâîì, ñîñòîÿùèé èç äâóõ óçëîâ: m1 è m2. Òåïåðü íàì íåîá-
õîäèìî ïîñòðîèòü ñèñòåìó âèðòóàëèçàöèè ñ âèðòóàëüíûìè ñåðâåðàìè,
ìèãðèðóþùèìè ñ óçëà m1 íà m2 â ñëó÷àå îòêàçà ïåðâîãî.

4 Ñòðîèì êîíòåéíåð äëÿ âèðòóàëüíûõ ñåðâå-

ðîâ è êëàñòåðèçóåì åãî

Òðàäèöèîííî ïîñëå êîíôèãóðèðîâàíèÿ îáùåãî ôàéëîâîãî õðàíèëè-
ùà ôàéë /etc/ha.d/haresources äîïîëíÿåòñÿ ñïèñêîì ñåðâèñîâ, äëÿ êîòî-
ðûõ íåîáõîäèìî ãàðàíòèðîâàòü îòêàçîóñòîé÷èâîñòü, à êîíôèãóðàöèîí-
íûå ôàéëû è ôàéëû äàííûõ ýòèõ ñåðâèñîâ ïåðåìåùàþòñÿ íà ôàéëîâóþ
ñèñòåìó, ñîçäàííóþ ïîâåðõ drbd-óñòðîéñòâà. ×àñòî òàêæå êîíôèãóðèðó-
åòñÿ àëèàñ äëÿ ñåòåâîãî èíòåðôåéñà, êîòîðûé àâòîìàòè÷åñêè ñîçäàåòñÿ
íà âåäóùåì óçëå � òåì ñàìûì âñå ñåðâèñû îêàçûâàþòñÿ äîñòóïíûìè ïî
îäíîìó àäðåñó.

Íåäîñòàòêè òàêîãî ïîäõîäà î÷åâèäíû� ÷åì áîëüøå ñåðâèñîâ, òåì áî-
ëåå çàïóòàííîé ñòàíîâèòñÿ òàêàÿ êîíôèãóðàöèÿ, à óñòàíîâêà íîâûõ âåð-
ñèé ñåðâèñîâ ñòàíîâèòñÿ î÷åíü íåóäîáíîé. Ïðî îáùèå ïðîáëåìû èñïîëü-
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çîâàíèÿ ðàçëè÷íûõ ñåðâèñîâ íà îäíîì ñåðâåðå ÿ è íå ãîâîðþ� ýòî ñïå-
öèôè÷íî íå òîëüêî äëÿ Linux HA.

Ñàìûì ïðîñòûì è èçÿùíûì âûõîäîì â äàííîé ñèòóàöèè ÿâëÿåòñÿ
âèðòóàëèçàöèÿ. Åñëè èñïîëüçîâàòü ýòîò ïîäõîä, íàì ïîòðåáóåòñÿ îáåñ-
ïå÷èòü îòêàçîóñòîé÷èâîñòü òîëüêî äëÿ îäíîãî ñåðâèñà � êîíòåéíåðà, â
êîòîðîì áóäóò æèòü âèðòóàëüíûå ñåðâåðà, ïðè÷åì ïîñëåäíèå ìîæíî êîí-
ôèãóðèðîâàòü, íå çàäóìûâàÿñü î ñëîæíîñòÿõ, ñâÿçàííûõ ñ êëàñòåðèçà-
öèåé.

Ïðèñòóïèì ê óñòàíîâêå âûáðàííîé íàìè ñèñòåìû âèðòóàëèçàöèè�
OpenVZ. Îíà ïðåäñòàâëÿåò ñîáîé íàáîð ïàò÷åé ê ñòàíäàðòíîìó ÿäðó
Linux è userspace-èíñòðóìåíòû äëÿ óïðàâëåíèÿ. Â ALT Linux Sisyphus
ÿäðî ñ ïîääåðæêîé OpenVZ ñîáðàíî îòäåëüíî, ïîýòîìó åãî íåîáõîäèìî
óñòàíîâèòü â äîïîëíåíèå ê ñóùåñòâóþùåìó ÿäðó, óñòàíîâèòü ìîäóëü ïîä-
äåðæêè DRBD â ýòîì ÿäðå è userspace-èíñòðóìåíòû, ïðåäñòàâëåííûå
ïàêåòàìè vzctl è vzquota:

[root@m1 ~]# apt-get install kernel-image-ovz-smp kernel-modules-drbd-ovz-smp vzctl vzquota

Ïîñëå óñòàíîâêè íîâîãî ÿäðà íåîáõîäèìî ïðîâåðèòü êîíôèãóðàöèþ
çàãðóç÷èêà è óäîñòîâåðèòüñÿ â òîì, ÷òî ïîñëå ïåðåçàïóñêà áóäåò çàãðó-
æåíî ovz-ÿäðî, à åñëè ýòî íå òàê, ïðåäïðèíÿòü äëÿ çàãðóçêè òðåáóåìîãî
ÿäðà íåîáõîäèìûå äåéñòâèÿ. Íàïðèìåð, åñëè â êà÷åñòâå çàãðóç÷èêà èñ-
ïîëüçóåòñÿ lilo, òî åãî êîíôèãóðàöèîííûé ôàéë ìîæåò âûãëÿäåòü òàê:

boot=/dev/hda

map=/boot/map

default=linux

image=/boot/vmlinuz

label=linux

root=/dev/hda2

initrd=/boot/initrd.img

read-only

Ïðè ýòîì /boot/vmlinuz è /boot/initrd.img äîëæíû ññûëàòüñÿ íà îá-
ðàç ÿäðà è îáðàç initrd ñîîòâåòñòâåííî:

[root@m1 ~]# ls -l /boot/

total 6892

-rw-r--r-- 1 root root 755493 Sep 22 22:45 System.map-2.6.16-ovz-smp-alt7

-rw-r--r-- 1 root root 686841 Oct 9 23:54 System.map-2.6.16-std26-up-alt10

-rw-r--r-- 1 root root 512 Oct 9 23:54 boot.0300

-rw-r--r-- 1 root root 512 Oct 9 23:54 boot.0800
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-rw-r--r-- 1 root root 65929 Sep 22 22:39 config-2.6.16-ovz-smp-alt7

-rw-r--r-- 1 root root 66100 Oct 9 23:54 config-2.6.16-std26-up-alt10

-rw------- 1 root root 321240 Oct 10 23:34 initrd-2.6.16-ovz-smp-alt7.img

-rw------- 1 root root 204992 Oct 9 23:54 initrd-2.6.16-std26-up-alt10.img

lrwxrwxrwx 1 root root 30 Oct 10 23:34 initrd-smp.img -> initrd-2.6.16-ovz-smp-alt7.img

lrwxrwxrwx 1 root root 32 Oct 9 23:54 initrd-up.img -> initrd-2.6.16-std26-up-alt10.img

lrwxrwxrwx 1 root root 30 Oct 10 23:34 initrd.img -> initrd-2.6.16-ovz-smp-alt7.img

-rw------- 1 root root 31744 Oct 10 23:38 map

lrwxrwxrwx 1 root root 27 Oct 10 23:34 vmlinuz -> vmlinuz-2.6.16-ovz-smp-alt7

-rw-r--r-- 1 root root 1246789 Sep 22 22:45 vmlinuz-2.6.16-ovz-smp-alt7

-rw-r--r-- 1 root root 1132834 Oct 9 23:54 vmlinuz-2.6.16-std26-up-alt10

lrwxrwxrwx 1 root root 27 Oct 10 23:34 vmlinuz-smp -> vmlinuz-2.6.16-ovz-smp-alt7

lrwxrwxrwx 1 root root 29 Oct 9 23:54 vmlinuz-up -> vmlinuz-2.6.16-std26-up-alt10

Òàêæå ñ ïîìîùüþ chkcon�g �list íåîáõîäèìî óäîñòîâåðèòüñÿ, ÷òî ñåð-
âèñ vz íå áóäåò çàïóùåí ïîñëå ïåðåçàãðóçêè, è çàòåì ïåðåçàãðóçèòüñÿ.

Ïîñëå ïåðåçàãðóçêè íåîáõîäèìî ïåðåìåñòèòü ôàéëû OpenVZ â êàòà-
ëîã /d0, êóäà óæå äîëæíî áûòü ñìîíòèðîâàíî óñòðîéñòâî /dev/drbd0, à
íà ñòàðîì ìåñòå ñîçäàòü ñèìâîëüíûå ññûëêè:

[root@m1 ~]# mkdir /d0/vz

[root@m1 ~]# mkdir /d0/vz/etc

[root@m1 ~]# mkdir /d0/vz/etc/sysconfig

[root@m1 ~]# mkdir /d0/vz/var

[root@m1 ~]# mkdir /d0/vz/var/lib

[root@m1 ~]# cp -r /etc/vz /d0/vz/etc

[root@m1 ~]# cp -r /etc/sysconfig/vz-scripts /d0/vz/etc/sysconfig

[root@m1 ~]# cp -r /var/lib/vz /d0/vz/var/lib

[root@m1 ~]# cp -r /var/lib/vzquota /d0/vz/var/lib

[root@m1 ~]# rm -rf /etc/vz

[root@m1 ~]# rm -rf /etc/sysconfig/vz-scripts

[root@m1 ~]# rm -rf /var/lib/vz

[root@m1 ~]# rm -rf /var/lib/vzquota

[root@m1 ~]# ln -s /d0/vz/etc/vz /etc/vz

[root@m1 ~]# ln -s /d0/vz/etc/sysconfig/vz-scripts /etc/sysconfig/vz-scripts

[root@m1 ~]# ln -s /d0/vz/var/lib/vz /var/lib/vz

[root@m1 ~]# ln -s /d0/vz/var/lib/vzquota /var/lib/vzquota

Ïîñëå îñòàíîâêè ñåðâèñà heartbeat íà óçëå m1 è ìîíòèðîâàíèÿ drbd-
óñòðîéñòâà íà óçëå m2 íà íåì íåîáõîäèìî àíàëîãè÷íûì îáðàçîì óäàëèòü
êàòàëîãè OpenVZ è ñîçäàòü âìåñòî íèõ ññûëêè íà /d0/vz.
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Ïîñëå òîãî, êàê OpenVZ ïåðåíåñåí íà drbd-ðàçäåë, íåîáõîäèìî óêà-
çàòü ñåðâèñó heartbeat, ÷òî ñåðâèñ vz äîëæåí ðàáîòàòü íà óçëå m1, äëÿ
÷åãî îòðåäàêòèðîâàòü ôàéë /etc/ha.d/haresources íà îáîèõ óçëàõ:

m1.mydomain.com drbddisk Filesystem::/dev/drbd0::/d0::ext3 vz

Ïîñëå ïåðåçàïóñêà heartbeat íà îáîèõ óçëàõ íåîáõîäèìî ñìîäåëèðî-
âàòü îòêàç óçëà m1 è óáåäèòüñÿ â òîì, ÷òî ñåðâèñ vz çàïóñêàåòñÿ íà óçëå
m2.

5 Ñòðîèì ïåðâûé âèðòóàëüíûé ñåðâåð

Òåïåðü ìû ìîæåì çàáûòü î òîì, ÷òî OpenVZ ðàáîòàåò â êëàñòåðå, è
êîíôèãóðèðîâàòü åãî, îïèðàÿñü íà îðèãèíàëüíóþ äóêóìåíòàöèþ ñ http:
//openvz.org/documentation è âûæèìêó èç íåå, îðèåíòèðîâàííóþ íà
ALT Linux è äîñòóïíóþ çäåñü � http://www.freesource.info/wiki/AltLinux/

Dokumentacija/OpenVZ.
Ñóùåñòâóþò óæå ãîòîâûå øàáëîíû âèðòóàëüíûõ ñåðâåðîâ, ïîñòðîåí-

íûå íà îñíîâå íåêîòîðûõ îáùåäîñòóïíûõ äèñòðèáóòèâîâ Linux: CentOS,
Debian, Fedora Core, Gentoo, Mandriva, openSUSE è ALT Linux. Êîììåð-
÷åñêèå RHEL è SUSE SLES â ýòîì ñïèñêå îòñóòñòâóþò.

Íî ìû ïîñòðîèì øàáëîí äëÿ âèðòóàëüíîãî ñåðâåðà íà îñíîâå ALT
Linux ñàìîñòîÿòåëüíî ñ ïîìîùüþ spt. Åñëè spt óæå óñòàíîâëåí (åãî óäîá-
íåå äåðæàòü íà âûäåëåííîì ôèçè÷åñêîì ëèáî âèðòóàëüíîì ñáîðî÷íîì
ñåðâåðå), òî ìîæíî èñïîëüçîâàòü ñîäåðæèìîå êàòàëîãà /usr/share/spt/pro�le-
ovz/ êàê îáðàçåö äëÿ ñîçäàíèÿ îáðàçà, êîòîðûé çàòåì ïîñëóæèò íàì øàá-
ëîíîì äëÿ ñîçäàíèÿ âèðòóàëüíîãî ñåðâåðà. Íåò íèêàêèõ ïðåïÿòñòâèé ê
òîìó, ÷òîáû èñïîëüçîâàòü ýòîò îáðàçåö êàê åñòü, íî ìíå ïîêàçàëîñü áî-
ëåå ïðàâèëüíûì ñêîïèðîâàòü åãî â /ovz è èçìåíèòü ñïèñîê ïàêåòîâ â
øàáëîíå, îòðåäàêòèðîâàâ ôàéë /ovz/packages/main òàê:

basesystem

passwd

apt

apt-conf-sisyphus

etcnet

glibc

sysklogd

mc

openssh-server

openssh-clients
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Òàêæå ìíå ïîêàçàëîñü ðàçóìíûì èçìåíèòü êîíôèãóðàöèþ apt ïî óìîë-
÷àíèþ, ÷òîáû ñðàçó èìåòü âîçìîæíîñòü óñòàíàâëèâàòü ïàêåòû èç ìîåãî
ëîêàëüíîãî ðåïîçèòîðèÿ. Äëÿ ýòîãî ÿ ñîçäàë ôàéë /ovz/postinstall/setup.d/01apt
c òàêèì ñîäåðæèìûì:

cat >> /etc/apt/sources.list.d/sisyphus.local.list <<END

# Local Sisyphus

rpm [alt] ftp://192.168.46.1/distrib/linux/alt-linux-sisyphus i586 classic

rpm-src [alt] ftp://192.168.46.1/distrib/linux/alt-linux-sisyphus i586 classic

rpm [alt] ftp://192.168.46.1/distrib/linux/alt-linux-sisyphus noarch classic

rpm-src [alt] ftp://192.168.46.1/distrib/linux/alt-linux-sisyphus noarch classic

END

Çàòåì ÿ âûïîëíèë êîìàíäó:

spt -v --noiso --image-type=tgz --maketty ~/ovz/

è ïîëó÷èë ôàéë /ovz/out/altlinux, êîòîðûé ìîæíî èñïîëüçîâàòü êàê
øàáëîí âèðòóàëüíîãî ñåðâåðà äëÿ OpenVZ. Òåïåðü ôàéë /ovz/out/altlinux
íåîáõîäèìî ñêîïèðîâàòü íà âåäóùèé óçåë êëàñòåðà ñ èìåíåì /var/lib/vz/template/cache/altlinux-
sisyphus.tar.gz è âûïîëíèòü ñëåäóþùåå:

[root@m1 ~]# vzctl create 101 --ostemplate altlinux-sisyphus --config vps.basic

Creating VE private area: /var/lib/vz/private/101

Performing postcreate actions

VE private area was created

[root@m1 ~]# vzctl set 101 --name router --save

Name router assigned

Saved parameters for VE 101

[root@m1 ~]# vzctl set router --onboot yes --save

Saved parameters for VE 101

[root@m1 ~]# vzctl set router --hostname router.mydomain.com --save

Set hostname: router.mydomain.com

Saved parameters for VE 101

Òàêèì îáðàçîì, ìû ñîçäàëè âèðòóàëüíûé ñåðâåð, çàäàëè äëÿ íåãî
èìÿ, óêàçàëè, ÷òî îí äîëæåí çàãðóæàòüñÿ ïðè ñòàðòå OpenVZ, è ïðè-
ñâîèëè åìó FQDN. Âåçäå ìû èñïîëüçîâàëè êëþ÷ -save, ÷òîáû ñîõðàíèòü
âíåñåííûå èçìåíåíèÿ ïîñëå ïåðåçàïóñêà âèðòóàëüíîãî ñåðâåðà.
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Äàëåå íåîáõîäèìî ïðîáðîñèòü ôèçè÷åñêèé èíòåðôåéñ eth1, êîòîðûé
ìû îñòàâèëè íåçàäåéñòâîâàííûì íà ýòàïå êîíôèãóðèðîâàíèÿ óçëîâ êëà-
ñòåðà, â âèðòóàëüíûé ñåðâåð, ÷òîáû ñäåëàòü åãî äîñòóïíûì èçâíå:

[root@m1 ~]# vzctl set router --netdev_add eth1 --save

Saved parameters for VE 101

Òåïåðü ìîæíî çàïóñòèòü âèðòóàëüíûé ñåðâåð, âîéòè â íåãî, ñêîíôè-
ãóðèðîâàòü ñåòåâîé èíòåðôåéñ eth1 è ïðîâåðèòü äîñòóïíîñòü ôèçè÷åñêèõ
ñåðâåðîâ èç âèðòóàëüíîãî è íàîáîðîò:

[root@m1 ~]# vzctl start router

Starting VE ...

VE is mounted

Setting CPU units: 1000

Set hostname: router.mydomain.com

VE start in progress...

[root@m1 ~]# vzctl enter router

entered into VE 101

[root@router /]# ip address add 192.168.46.200/24 dev eth1

[root@router /]# ip link set eth1 up

[root@router /]# ping 192.168.46.1

PING 192.168.46.1 (192.168.46.1) 56(84) bytes of data.

64 bytes from 192.168.46.1: icmp_seq=1 ttl=64 time=5.37 ms

--- 192.168.46.1 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time 0ms

rtt min/avg/max/mdev = 5.376/5.376/5.376/0.000 ms

Êîìàíäû âíóòðè âèðòóàëüíîãî ñåðâåðà ìîæíî òàêæå âûïîëíÿòü íå
ïåðåêëþ÷àÿñü ¾âîâíóòðü¿ âèðòóàëüíîãî ñåðâåðà (vzctl enter), ñ ïîìîùüþ
vzctl exec:

[root@m1 ~]# vzctl exec router ping 192.168.46.1

PING 192.168.46.1 (192.168.46.1) 56(84) bytes of data.

64 bytes from 192.168.46.1: icmp_seq=1 ttl=64 time=6.34 ms

Äëÿ ñîõðàíåíèÿ ñåòåâûõ íàñòðîåê ïîñëå ïåðåçàãðóçêè â ALT Linux èñ-
ïîëüçóåòñÿ ñèñòåìà etcnet, î êîòîðîé ìíîãî íàïèñàíî íà http://etcnet.
org/ è http://wiki.sisyphus.ru/admin/etcnet:
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[root@router /]# mkdir /etc/net/ifaces/eth1

[root@router /]# echo 192.168.46.200/24 > /etc/net/ifaces/eth1/ipv4address

[root@router /]# echo default via 192.168.46.1 dev eth1 > /etc/net/ifaces/eth1/ipv4route

[root@router /]# echo "BOOTPROTO=static

> ONBOOT=yes

> TYPE=eth" > /etc/net/ifaces/eth1/options

[root@router /]# service network restart

Computing interface groups: ... 3 interfaces found

Processing /etc/net/vlantab: empty.

Stopping group 1/realphys (1 interfaces)

Stopping eth1: ..OK

Stopping group 0/virtual (2 interfaces)

Stopping lo: .OK

Stopping venet0: .OK

error: setting key "net.ipv4.icmp_echo_ignore_broadcasts": Operation not permitted

error: setting key "net.ipv4.tcp_syncookies": Operation not permitted

error: setting key "net.ipv4.tcp_timestamps": Operation not permitted

Computing interface groups: ... 3 interfaces found

Starting group 0/virtual (2 interfaces)

Starting lo: ....OK

Starting venet0: ......OK

Starting group 1/realphys (1 interfaces)

Starting eth1: ......OK

Processing /etc/net/vlantab: empty.

Ñîîáùåíèÿ ¾Operation not permitted¿ ñâÿçàíû ñ îãðàíè÷åíèÿìè äëÿ
âèðòóàëüíîãî ñåðâåðà, îïðåäåëåííûìè ïî óìîë÷àíèþ, è â íàøåì ñëó-
÷àå íà ôóíêöèîíèðîâàíèè ñåòè îòðèöàòåëüíî íå ñêàçûâàþòñÿ. Ìîæíî
çàêîììåíòèðîâàòü ñîîòâåòñòâóþùèå ñòðîêè â ôàéëå /etc/net/sysctl.conf,
÷òîáû ýòè ñîîáùåíèÿ áîëüøå íå ïîÿâëÿëèñü.

Ñîçäàííûé íàìè âèðòóàëüíûé ñåðâåð áóäåò èñïîëüçîâàòü ñåòåâîé èí-
òåðôåéñ eth1 òîãî óçëà, íà êîòîðîì îí â äàííûé ìîìåíò ðàáîòàåò, ïî-
ýòîìó â ñëó÷àå îòêàçà óçëà m1 ñåðâåð ïåðåìåñòèòñÿ íà óçåë m2 è áóäåò
äîñòóïåí òàì ïî òîìó æå ñàìîìó àäðåñó. Ìîæíî ñìîäåëèðîâàòü ýòó ñè-
òóàöèþ è óâèäåòü ñ âíåøíåãî ôèçè÷åñêîãî ñåðâåðà ñëåäóþùåå:

$ ping 192.168.46.200

PING 192.168.46.200 (192.168.46.200) 56(84) bytes of data.

64 bytes from 192.168.46.200: icmp_seq=1 ttl=64 time=0.549 ms

...

From 192.168.46.1 icmp_seq=83 Destination Host Unreachable
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...

64 bytes from 192.168.46.200: icmp_seq=179 ttl=64 time=1.05 ms

--- 192.168.46.200 ping statistics ---

179 packets transmitted, 25 received, +93 errors, 86% packet loss, time 178149ms

rtt min/avg/max/mdev = 0.298/193.970/1702.783/397.285 ms, pipe 3

6 Ñòðîèì âèðòóàëüíóþ ñåòü

Â áîëüøèíñòâå ñëó÷àåâ íà îäíîì ôèçè÷åñêîì ñåðâåðå ðàçìåùàþò
íåñêîëüêî âèðòóàëüíûõ ñåðâåðîâ, ïðè ýòîì íåîáõîäèìî êàêèì-òî îáðà-
çîì îáåñïå÷èòü äîñòóïíîñòü ñåðâèñîâ, ðàáîòàþùèõ íà âèðòóàëüíûõ ñåð-
âåðàõ, äðóãèì ôèçè÷åñêèì ìàøèíàì. Ïðîáðàñûâàòü êàæäîìó âèðòóàëü-
íîìó ñåðâåðó ïî ôèçè÷åñêîìó èíòåðôåéñó íàêëàäíî, äà è íåóäîáíî. ×à-
ñòî õî÷åòñÿ ñïðÿòàòü âñå âèðòóàëüíûå ñåðâåðà çà îäíèì ìàðøðóòèçàòî-
ðîì/áðàíäìàóýðîì.

Ïîñìîòðèì, êàêèå ñðåäñòâà äëÿ ýòîãî ïðåäëàãàåò OpenVZ. Îí ïðåä-
ëàãàåò 2 òèïà âèðòóàëüíûõ ñåòåâûõ èíòåðôåéñîâ:

• venet � ñîåäèíåíèÿ òèïà òî÷êà�òî÷êà ìåæäó ôèçè÷åñêèì ñåðâåðîì
è âèðòóàëüíûì, êîòîðûå ñîçäàþòñÿ àâòîìàòè÷åñêè äëÿ êàæäîãî
âèðòóàëüíîãî ñåðâåðà è êîíôèãóðèðóþòñÿ c ïîìîùüþ vzctl. Îíè íå
èìåþò MAC-àäðåñîâ, íå ïîääåðæèâàþò øèðîêîâåùàòåëüíûå ñîîá-
ùåíèÿ (broadcast), íà íèõ íå ðàáîòàþò ñíèôôåðû è ñðåäñòâà ó÷åòà
òðàôèêà, èñïîëüçóþùèå libicap (íàïðèìåð, tcpdump), íà íèõ íåëü-
çÿ ñòðîèòü áðèäæè.

• veth � ñîåäèíåíèÿ òèïà òî÷êà�òî÷êà ìåæäó ôèçè÷åñêèì ñåðâåðîì
è âèðòóàëüíûì, êîòîðûå íóæíî ñîçäàâàòü è êîíôèãóðèðîâàòü âðó÷-
íóþ ñðåäñòâàìè òîãî äèñòðèáóòèâà Linux, êîòîðûé ðàáîòàåò íà ôè-
çè÷åñêîì è âèðòóàëüíîì ñåðâåðå. Îíè ëèøåíû îãðàíè÷åíèé venet
(êîòîðûå ìîæíî ðàññìàòðèâàòü êàê äîñòîèíñòâà ñ òî÷êè çðåíèÿ
áåçîïàñíîñòè è ýôôåêòèâíîñòè) è âûãëÿäÿò êàê ïîëíîöåííûå ethernet-
èíòåðôåéñû.

Åñëè â êà÷åñòâå ìàðøðóòèçàòîðà/áðàíäìàóýðà äëÿ äîñòóïà ê âèðòó-
àëüíûì ñåðâåðàì èñïîëüçîâàòü ôèçè÷åñêèé ñåðâåð, ñòîèò, íåñîìíåííî,
ïðåäïî÷åñòü venet. Ïîñêîëüêó òàêàÿ êîíôèãóðàöèÿ áîëåå ðàñïðîñòðàíå-
íà, òî è venet-èíòåðôåéñû èñïîëüçóþòñÿ ÷àùå. Îäíàêî ÷åì ñëîæíåå êîí-
ôèãóðàöèÿ ìàðøðóòèçàòîðà/áðàíäìàóýðà, òåì áîëüøå îñíîâàíèé ïîÿâ-
ëÿåòñÿ äëÿ âûíåñåíèÿ åãî â îòäåëüíûé âèðòóàëüíûé ñåðâåð, ÷òîáû íå
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ïåðåãðóæàòü ôèçè÷åñêèé ñåðâåð ëèøíèìè çàäà÷àìè è ëèøíèì ÏÎ. Â
íàøåì ñëó÷àå äîïîëíèòåëüíûì ïîâîäîì ñòàëî æåëàíèå èìåòü îäèí è òîò
æå àäðåñ âèðòóàëüíîãî ñåðâåðà, äîñòóïíûé èçâíå, íåçàâèñèìî îò àäðåñà
óçëà êëàñòåðà, íà êîòîðîì îí â äàííûé ìîìåíò ðàáîòàåò. Ýòà êîíôèãó-
ðàöèÿ â íåêîòîðûõ ñëó÷àÿõ ìîæåò îêàçàòüñÿ åùå áîëåå ñëîæíîé, åñëè,
íàïðèìåð, íà ïðîáðîøåííîì ôèçè÷åñêîì èíòåðôåéñå îðãàíèçîâàòü ïîä-
äåðæêó IEEE 802.1Q VLAN, ÷òîáû ïðèíÿòü íåñêîëüêî vlan-îâ, íî ñ òî÷êè
çðåíèÿ íàñòðîéêè OpenVZ ýòà êîíôèãóðàöèÿ íå áóäåò íè÷åì îòëè÷àòüñÿ
îò òîãî, ÷òî áûëî ðàññìîòðåíî âûøå� ðàçíèöà áóäåò òîëüêî â íàñòðîé-
êå ïðîáðîøåííîãî ñåòåâîãî èíòåðôåéñà. Áîëåå âàæíûì ÿâëÿåòñÿ òî, ÷òî
â ñëó÷àå èñïîëüçîâàíèÿ â êà÷åñòâå ìàðøðóòèçàòîðà/áðàíäìàóýðà âèð-
òóàëüíîãî ñåðâåðà áîëåå óäîáíûì áóäåò ïîñòðîèòü âèðòóàëüíóþ ñåòü íà
veth-èíòåðôåéñàõ. Âûãëÿäåòü ýòî áóäåò òàê, êàê ïîêàçàíî íà ðèñóíêå 3.

veth.png

Ðèñ. 3: Ñõåìà ñîåäèíåíèÿ âèðòóàëüíûõ ñåðâåðîâ

Èòàê, äëÿ êàæäîãî âèðòóàëüíîãî ñåðâåðà ìû ñîçäàåì veth-èíòåðôåéñ,
à êîíöû ýòèõ èíòåðôåéñîâ ñî ñòîðîíû ôèçè÷åñêîãî ñåðâåðà îáúåäèíÿåì
â áðèäæ� â ðåçóëüòàòå ïîëó÷àåòñÿ àíàëîã õàáà, â êîòîðûé âêëþ÷åíû
âñå âèðòóàëüíûå ñåðâåðà. Îäèí èç íèõ óæå èìååò ïðîáðîøåííûé â íåãî
ôèçè÷åñêèé èíòåðôåéñ � ýòîò âèðòóàëüíûé ñåðâåð è áóäåò èãðàòü ðîëü
ìàðøðóòèçàòîðà/áðàíäìàóýðà.

Ñîçäàåì è ñòàðòóåì âèðòóàëüíûå ñåðâåðà:

[root@m1 ~]# vzctl create 102 --ostemplate altlinux-sisyphus --config vps.basic
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Creating VE private area: /var/lib/vz/private/102

Performing postcreate actions

VE private area was created

[root@m1 ~]# vzctl set 102 --name mail --save

Name ve1 assigned

Saved parameters for VE 102

[root@m1 ~]# vzctl set mail --onboot yes --save

Saved parameters for VE 102

[root@m1 ~]# vzctl set mail --hostname mail.mydomain.com --save

Saved parameters for VE 102

[root@m1 ~]# vzctl start mail

Starting VE ...

VE is mounted

Adding IP address(es): 192.168.199.2

Setting CPU units: 1000

Set hostname: mail.mydomain.com

VE start in progress...

[root@m1 ~]# vzctl create 103 --ostemplate altlinux-sisyphus --config vps.basic

Creating VE private area: /var/lib/vz/private/103

Performing postcreate actions

VE private area was created

[root@m1 ~]# vzctl set 103 --name dbms --save

Name ve2 assigned

Saved parameters for VE 103

[root@m1 ~]# vzctl set dbms --onboot yes --save

Saved parameters for VE 103

[root@m1 ~]# vzctl set dbms --hostname dbms.mydomain.com --save

Saved parameters for VE 103

[root@m1 ~]# vzctl start dbms

Starting VE ...

VE is mounted

Adding IP address(es): 192.168.199.3

Setting CPU units: 1000

Set hostname: dbms.mydomain.com

VE start in progress...

Ñîçäàåì è êîíôèãóðèðóåì veth-èíòåðôåéñû âíóòðè âèðòóàëüíûõ ñåð-
âåðîâ:

[root@m1 ~]# vzctl set router --veth_add veth1,00:12:34:56:78:9A,eth0,00:12:34:56:78:9B --save
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Processing veth devices

Saved parameters for VE 101

[root@m1 ~]# vzctl exec router ip address add 192.168.199.1/24 dev eth0

[root@m1 ~]# vzctl exec router ip link set eth0 up

[root@m1 ~]# vzctl set mail --veth_add veth2,00:12:34:56:78:9C,eth0,00:12:34:56:78:9D --save

Processing veth devices

Saved parameters for VE 102

[root@m1 ~]# vzctl exec mail ip address add 192.168.199.2/24 dev eth0

[root@m1 ~]# vzctl exec mail ip link set eth0 up

[root@m1 ~]# vzctl set dbms --veth_add veth3,00:12:34:56:78:9E,eth0,00:12:34:56:78:9F --save

Processing veth devices

Saved parameters for VE 103

[root@m1 ~]# vzctl exec dbms ip address add 192.168.199.3/24 dev eth0

[root@m1 ~]# vzctl exec dbms ip link set eth0 up

Èìåíà èíòåðôåéñîâ è èõ MAC-àäðåñà ìû ïðèäóìûâàåì ñàìè, ïîýòîìó
íåîáõîäèìî, ÷òîáû ïîñëåäíèå íå ïåðåñåêàëèñü ñ ñóùåñòâóþùèìè.

Îáúåäèíÿåì êîíöû veth-èíòåðôåéñîâ ñî ñòîðîíû ôèçè÷åñêîãî ñåðâå-
ðà â áðèäæ:

[root@m1 ~]# ip link set veth1 up

[root@m1 ~]# ip link set veth2 up

[root@m1 ~]# ip link set veth3 up

[root@m1 ~]# brctl addbr br0

[root@m1 ~]# brctl addif br0 veth1

[root@m1 ~]# brctl addif br0 veth2

[root@m1 ~]# brctl addif br0 veth3

[root@m1 ~]# ip link set br0 up

Ïðîâåðÿåì ðàáîòîñïîñîáíîñòü âíóòðåííåé âèðòóàëüíîé ñåòè:

[root@m1 ~]# vzctl exec router ping 192.168.199.2

PING 192.168.199.2 (192.168.199.2) 56(84) bytes of data.

64 bytes from 192.168.199.2: icmp_seq=1 ttl=64 time=15.9 ms

[root@m1 ~]# vzctl exec router ping 192.168.199.3

PING 192.168.199.3 (192.168.199.3) 56(84) bytes of data.

64 bytes from 192.168.199.3: icmp_seq=1 ttl=64 time=3.71 ms

Òåïåðü íà âèðòóàëüíûõ ñåðâåðàõ îïèñûâàåì ìàðøðóò âî âíåøíþþ
ôèçè÷åñêóþ ñåòü:
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[root@m1 ~]# vzctl exec mail ip route add 192.168.0.0/16 via 192.168.199.1

[root@m1 ~]# vzctl exec dbms ip route add 192.168.0.0/16 via 192.168.199.1

Íà âèðòóàëüíîì ìàðøðóòèçàòîðå âêëþ÷àåì ïåðåñûëêó ïàêåòîâ ìåæ-
äó ôèçè÷åñêîé è âèðòóàëüíîé ñåòÿìè:

[root@m1 ~]# vzctl exec router sysctl -w net.ipv4.ip_forward=1

Òåïåðü åñëè íà ìàøèíå èç ôèçè÷åñêîé ñåòè 192.168.46.0/24 îïèñàòü
ìàðøðóò â ñåòü 192.168.199.0/24 (èëè íàñòðîèòü NAT íà âèðòóàëüíîì
ìàðøðóòèçàòîðå), ìû ïîëó÷èì òî, ÷åãî è äîáèâàëèñü:

[root@m1 ~]# vzctl exec mail ping 192.168.46.1

PING 192.168.46.1 (192.168.46.1) 56(84) bytes of data.

64 bytes from 192.168.46.1: icmp_seq=1 ttl=63 time=0.982 ms

Æåëàòåëüíî, ÷òîáû âñå îïèñàííûå âûøå íàñòðîéêè ñîõðàíÿëèñü ïðè
ïåðåçàïóñêå âèðòóàëüíûõ ñåðâåðîâ, ñåðâèñà vz è âåäóùåãî óçëà êëàñòåðà.
Ñ íàñòðîéêàìè âèðòóàëüíûõ ñåðâåðîâ ïðîùå âñåãî � èõ ìîæíî ñîõðàíèòü
â etcnet:

[root@m1 ~]# vzctl enter mail

[root@mail /]# mkdir /etc/net/ifaces/eth0

[root@mail /]# echo 192.168.199.2/24 > /etc/net/ifaces/eth0/ipv4address

[root@mail /]# echo 192.168.0.0/16 via 192.168.199.1 dev eth0 > /etc/net/ifaces/eth0/ipv4route

[root@mail /]# echo "BOOTPROTO=static

> ONBOOT=yes

> TYPE=eth" > /etc/net/ifaces/eth0/options

[root@m1 ~]# vzctl enter dbms

[root@dbms /]# mkdir /etc/net/ifaces/eth0

[root@dbms /]# echo 192.168.199.3/24 > /etc/net/ifaces/eth0/ipv4address

[root@dbms /]# echo 192.168.0.0/16 via 192.168.199.1 dev eth0 > /etc/net/ifaces/eth0/ipv4route

[root@dbms /]# echo "BOOTPROTO=static

> ONBOOT=yes

> TYPE=eth" > /etc/net/ifaces/eth0/options

Äëÿ àâòîìàòè÷åñêîãî äîáàâëåíèÿ êîíöà veth-èíòåðôåéñîâ ñî ñòîðîíû
ôèçè÷åñêîãî ñåðâåðà â áðèäæ ïðè ñòàðòå ñîîòâåòñòâóþùåãî âèðòóàëüíî-
ãî ñåðâåðà ïîòðåáóåòñÿ èñïðàâèòü ñêðèïò /usr/sbin/vznetcfg, äîáàâèâ â
êîíåö ôóíêöèè init_veth() ñòðîêó (ñäåëàòü ýòî íóæíî íà äâóõ óçëàõ
êëàñòåðà):
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brctl addif br0 ${dev}

Â áóäóùåì ðàçðàáîò÷èêè OpenVZ îáåùàþò äîðàáîòàòü ýòîò ñêðèïò,
÷òîáû ïîäîáíîãî ðîäà èçìåíèÿ ìîæíî áûëî îïèñûâàòü â êîíôèãóðàöè-
îííîì ôàéëå.

Íàêîíåö, áðèäæ òîæå íóæíî ñîçäàòü, è ñäåëàòü ýòî íåîáõîäèìî åùå
äî ñòàðòà âñåõ âèðòóàëüíûõ ñåðâåðîâ. Ëó÷øå âñåãî äîáàâèòü åãî ñîçäàíèå
â êîíôèãóðàöèþ etcnet íà îáåèõ óçëàõ êëàñòåðà:

[root@m1 ~]# mkdir /etc/net/ifaces/br0

[root@m1 ~]# echo TYPE=bri > /etc/net/ifaces/br0/options

Åñòü îäíà íåïðèÿòíàÿ äåòàëü. Â êîíôèãóðàöèþ âèðòóàëüíûõ ñåðâå-
ðîâ ìû äîáàâèëè ìàðøðóò â ñåòü 192.168.0.0/16, íî âî ìíîãèõ ñëó÷àÿõ
íàì ïîòðåáóåòñÿ äîáàâèòü òóäà ìàðøðóò ïî óïîë÷àíèþ. Ñäåëàòü ýòîãî
ìû íå ñìîæåì, òàê êàê òàêîé ìàðøðóò, ñîçäàííûé OpenVZ çàðàíåå äëÿ
ñîáñòâåííûõ íóæä, óæå åñòü:

[root@m1 ~]# vzctl exec mail ip route

192.168.199.0/24 dev eth0 proto kernel scope link src 192.168.199.2

192.0.2.0/24 dev venet0 scope host

192.168.0.0/16 via 192.168.199.1 dev eth0

default via 192.0.2.1 dev venet0

Îí ñîçäàåòñÿ è àâòîìàòè÷åñêè ïðèâÿçûâàåòñÿ ê èíòåðôåéñó venet0.
Íè ýòà äîâîëüíî íàâÿç÷èâàÿ àâòîìàòèêà, íè venet-èíòåðôåéñû âîîáùå
íàì ñåé÷àñ íå íóæíû, ìû èñïîëüçóåì òîëüêî veth. Ïîýòîìó ÷òîáû òàêîãî
íå ïðîèñõîäèëî, ïîòðåáóåòñÿ èñïðàâèòü ñêðèïò, âûïîëíÿþùèé íàñòðîéêó
ñåòåâûõ èíòåðôåéñîâ âèðòóàëüíîãî ñåðâåðà. Â ñëó÷àå ALT Linux Sisyphus
ýòî /etc/vz/dists/scripts/etcnet-add_ip.sh. Â íåì íàì íóæíî ìîäè-
ôèöèðîâàòü ôóíêöèþ add_ip() òàêèì îáðàçîì, ÷òîáû îíà âûïîëíÿëàñü
òîëüêî ïðè íàëè÷èè ïðèñâîåííîãî venet-èíòåðôåéñó àäðåñà:

add_ip()

{

local i ip

if [ -n "$IP_ADDR" ]; then

if [ "$VE_STATE" = "starting" ]; then

setup_network

fi
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backup_configs "$IPDELALL"

i=0

for ip in ${IP_ADDR}; do

i="$(find_unused_alias "$((i+1))")"

create_alias "$ip" "$i"

done

move_configs

if [ "$VE_STATE" = "running" ]; then

# synchronyze config files & interfaces

ifdown "$VENET_DEV"

ifup "$VENET_DEV"

fi

fi

}

Çàòåì â âèðòóàëüíûõ ñåðâåðàõ íåîáõîäèìî óäàëèòü èç etcnet íàñòðîé-
êè èíòåðôåéñà venet0:

[root@m1 ~]# vzctl exec router rm -rf /etc/net/ifaces/venet0

[root@m1 ~]# vzctl exec mail rm -rf /etc/net/ifaces/venet0

[root@m1 ~]# vzctl exec dbms rm -rf /etc/net/ifaces/venet0

Òåïåðü ìîæíî ïåðåçàïóñòèòü ñåðâèñ vz � â êîíôèãóðàöèè âèðòóàëü-
íûõ ñåðâåðîâ îñòàíóòñÿ òîëüêî òå ìàðøðóòû, êîòîðûå ìû óêàçàëè ÿâíî.

Òàêèì îáðàçîì ìû äîáèëèñü òîãî, ÷åãî õîòåëè: â øòàòíîì ðåæèìå
âèðòóàëüíûå ñåðâåðà mail è dbms ðàáîòàþò íà óçëå m1, à â ñëó÷àå åãî
îòêàçà àâòîìàòè÷åñêè ïåðååçæàþò íà óçåë m2, ïðè ýòîì ñ òî÷êè çðåíèÿ
âíåøíåãî íàáëþäàòåëÿ èç ôèçè÷åñêîé ñåòè 192.168.46.0/24 íàáëþäàåòñÿ
ëèøü êðàòêîâðåìåííûé ïåðåðûâ â îáñëóæèâàíèè:

$ ping 192.168.199.2

PING 192.168.199.2 (192.168.199.2) 56(84) bytes of data.

64 bytes from 192.168.199.2: icmp_seq=1 ttl=64 time=0.549 ms

...

From 192.168.46.1 icmp_seq=83 Destination Host Unreachable

...
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From 192.168.46.200 icmp_seq=83 Destination Host Unreachable

...

64 bytes from 192.168.199.2: icmp_seq=179 ttl=64 time=1.05 ms

--- 192.168.46.200 ping statistics ---

179 packets transmitted, 25 received, +93 errors, 86% packet loss, time 178149ms

rtt min/avg/max/mdev = 0.298/193.970/1702.783/397.285 ms, pipe 3

7 ×òî äàëüøå

Èòàê, ìû âûïîëíèëè áàçîâóþ íàñòðîéêó äâóõóçëîâîãî êëàñòåðà, ïîä-
íÿëè ñèñòåìó âèðòóàëèçàöèè OpenVZ, êëàñòåðèçîâàëè åå, à çàòåì íà-
ñòðîèëè íåñêîëüêî âèðòóàëüíûõ ñåðâåðîâ, âèðòóàëüíóþ ñåòü ìåæäó íè-
ìè, è ñâÿçàëè åå ñ âíåøíåé ôèçè÷åñêîé ñåòüþ. Ïðè ýòîì ìû ïîêçààëè
ïðåèìóùåñòâà òàêîãî ñïîñîáà ïîñòðîåíèÿ ñèñòåì êàê ñ òî÷êè çðåíèÿ íà-
äåæíîñòè, òàê è ñ òî÷êè çðåíèÿ ñíèæåíèÿ çàòðàò íà îáîðóäîâàíèå è åãî
îáñëóæèâàíèå. Òåïåðü ìîæíî óãëóáëÿòüñÿ â äåòàëè: ñàäèòüñÿ è âäóì-
÷èâî ÷èòàòü OpenVZ Users Guide � http://download.openvz.org/doc/

OpenVZ-Users-Guide.pdf1.
Äëÿ ïîëíîöåííîãî èñïîëüçîâàíèÿ OpenVZ íàì ïîòðåáóåòñÿ íàñòðî-

èòü:

• êâîòû íà ïðîöåññîðíîå âðåìÿ äëÿ âèðòóàëüíûõ ñåðâåðîâ;

• êâîòû ïîòðåáëåíèå ñèñòåìíûõ ðåñóðñîâ âèðòóàëüíûìè ñåðâåðàìè
(êîëè÷åñòâî ïðîöåññîâ, êîëè÷åñòâî ñîêåòîâ, îáúåì âèðòóàëüíîé ïà-
ìÿòè, ðàçëè÷íûõ áóôåðîâ è ò. ä.);

• äèñêîâûå êâîòû;

• äîñòóï ê ôèçè÷åñêèì óñòðîéñòâàì è ôàéëîâûì ñèñòåìàì ôèçè÷å-
ñêîãî ñåðâåðà, åñëè â ýòîì åñòü íåîáõîäèìîñòü.

Â îòëè÷èå îò îñíîâíîãî ìàòåðèàëà ñòàòüè, âñå ïåðå÷èñëåííîå î÷åíü
ïîäðîáíî îïèñàíî â äîêóìåíòàöèè, à ïðîñòî ïåðåñêàçûâàòü äîêóìåíòà-
öèþ ÿ íå ñòàíó.

È íàêîíåö, ïîñëå áîëåå òùàòåëüíîé íàñòðîéêè OpenVZ ìîæíî ïåðå-
õîäèòü ê íàñòðîéêå ñàìèõ âèðòóàëüíûõ ñåðâåðîâ (ëèáî ê ìèãðàöèè ñóùå-
ñòâóþùèõ ôèçè÷åñêèõ â OpenVZ) � íî òå, êòî âñå-òàêè äî÷èòàë ñòàòüþ
äî êîíöà, äóìàþ, ñóìåþò ýòî ñäåëàòü.

1Êñòàòè, ïåðåâîä ýòîãî ðóêîâîäñòâà äîñòóïåí íà http://www.opennet.ru/docs/

RUS/virtuozzo/, îäíàêî îí äîâîëüíî ïëîõîãî êà÷åñòâà � ëó÷øå âñå-òàêè ÷èòàòü îðè-

ãèíàë
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8 Ññûëêè è èñòî÷íèêè

• http://linux-ha.org

• http://drbd.org

• http://openvz.org

• http://altlinux.ru

• http://sisyphus.ru

• http://freesource.info
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